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CARDIFF SCHOOL DISTRICT 
Student Acceptable Use Policy  

and  
Responsibility Agreement for Technology Devices 

 
 
Overview 
Cardiff School District is pleased to offer all students 1:1 access to district-owned mobile devices to enhance their 
educational experience.  All devices are district-owned and are to be used for school-related work as a productivity tool, 
curriculum tool, and for research and communication.  It is not a replacement for personally owned computers or other 
technology devices and it is not intended for personal use.   

Access to Cardiff School District technology resources will be provided to students who agree to act in a considerate 
and responsible manner.  At the start of each school year and prior to being allowed access to the Internet at school or 
through technology resources provided by the district, all students and their parents must sign this document and the 
One-to-One Digital Learning Program Guidelines.  Students must comply with Cardiff School District standards and 
honor these agreements when being permitted the use of district technology. 

Cardiff School District technology resources will be provided to students to conduct research, access curriculum 
resources, enhance parent involvement, complete assignments and communicate with others in order to further their 
education.  Access is a privilege, not a right; as such, general rules of school behavior apply.  Just as students are 
responsible for good behavior in a classroom or on school grounds, they must also be responsible when using school 
technology and computer networks. 

If a student violates any of these rules, his/her use may be terminated and future access may be denied. 
Disciplinary action may also result.  If criminal activity is discovered, the proper law enforcement authorities will be 
notified.  Disciplinary action for students shall be in accordance with existing discipline policies and may include 
suspension or expulsion in accordance with the laws of the State of California and Cardiff School District policy. 
     
Security and Safety 
It is important to note that security and safety is a priority when accessing any computer or device on our campuses. 
Students will be instructed regarding Internet safety and appropriate use.  All passwords and codes are to be protected as 
private information for individual use and therefore, are not to be shared with any other students. 

Since the devices may be accessed at home as well as at school, it is important to note the specific safety/security and 
acceptable use concerns that exist and how those situations will be handled. 

Cardiff School District provides students with a filtered and secure protected environment within the district’s computer 
network at each school site.  However, we cannot control what is accessed or loaded onto the devices once at home. 
 The device is the responsibility of the student and parent or guardian.  Any inappropriate applications, documents, 
content, images, or sound bytes that are brought to school on the devices from home will be handled in accordance with 
our district policies regarding student conduct.   

Theft or Loss 
If the device is lost or stolen on school property, students are to report the incident immediately to the teacher, who will 
then report it to the school site principal.  For theft or loss off-campus, the device should also be reported to the local 
police department. A copy of the police report must be sent to the district within 48 hours of the discovery of the loss.  

Troubleshooting 
Should a district-owned technology device require servicing that results in loss of access during school hours, a 
replacement will be issued. 
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Software Licensing 
The technology device will be configured with apps that are appropriate for the student. Software or applications for 
personal use, such as games and entertainment, may not be installed on a district-owned technology device. 

Responsibility 
While using Cardiff School District technology resources on or near school property, at school-sponsored activities, as 
well as off-campus, each student must act in an appropriate manner consistent with school, district, and legal guidelines. 
 It is the joint responsibility of school personnel and the parent or guardian of each student to educate the student about 
his/her responsibilities and to establish expectations when using technology.  All responsibilities acknowledged and 
accepted by the student must also be acknowledged and accepted by the student’s parent or guardian.   
   
It is the responsibility of students and their parents/guardians to take appropriate precautions to prevent damage to or 
loss/theft of district-owned technology devices in their care. The protective iPad case must be used at all times. The 
student and their parent/guardian will be held responsible for costs to repair or replace the device if the damage or loss 
is due to negligence or intentional misconduct. Policies for appropriate use of district property as identified in the 
Cardiff School District Board of Trustee Policies and Regulations may be used to determine whether liability due to 
negligent behavior exists. 
 
Attempting to sync a device on a personal computer could result in all data being wiped from the device. Students must 
not sync district-owned devices to any personal computer.   
 
Terms of Use for Cardiff School District-Owned Technology Devices 
1. The device is the property of Cardiff School District.  The technology resources shall only be used to access 

educational information and to promote learning activities both at school and home, including the facilitation of 
communication between the home and school. It is only for the use of the student to whom it is assigned. 

2. The device will be issued to each student at the beginning of the school year and will be collected and returned at 
the end of the school year. 

3. The device must be at school during regularly scheduled school days in order to be utilized by the student, and 
used in the classroom for the purpose of accessing and completing school related work.  The student will be 
responsible to transport the device to, and from, school in a safe and secure manner.  A cover is provided for the 
protection of the device and should be used at all times. 

4. The technology device may be taken home or to other locations outside of school hours by the student at the 
discretion of the classroom teacher, however, the student is responsible, at all times, for the care and appropriate 
use of the technology device.  Students using district-owned technology devices, who travel outside the United 
States, will need permission from the school principal before the device is permitted to leave the country.   

5. Virtual and physical vandalism will not be tolerated.  Any intentional act by a student that damages or interferes 
with the performance of district technology hardware, software, operating systems, and/or communication systems, 
will be considered vandalism and will be subject to school discipline and/or appropriate criminal or civil action. 

6. Not all access to the Internet can be supervised.  Students agree not to send, access, submit, publish, display or 
print over the Internet or district network any defamatory, inaccurate, abusive, obscene, profane, sexually oriented, 
threatening, offensive or illegal material.  Cyber bullying is specifically prohibited.  It shall be the student’s 
responsibility to report inappropriate use to the student’s teacher or other staff member. 

7. Although the District uses a software filter to block known inappropriate websites, the district does not filter or 
block access to harmful materials accessed from outside of the district network.  Under any circumstances, filtering 
technology is not perfect and therefore may in effect both interfere with legitimate educational purposes and allow 
some objectionable material to be viewed. 

8. The use of Cardiff School District technology resources is not private; students should not expect that files stored 
on or transmitted via the district’s resources will be confidential. Digital storage is Cardiff School District property, 
and as such, administrators may review files and communications to maintain system integrity and ensure that 
students are using technology responsibly. 

9. Cardiff School District denies any responsibility for the accuracy of information obtained from the Internet or 
online resources. 

10. Copyright ©, Trademark ™, and/or Registered ®, laws must be adhered to at all times.  All materials from the 
Internet and other digital resources, including graphics, which are used in student projects or reports, must be 
properly cited.  Copyrighted, Trademarked or Registered materials may not be published without the permission of 
the author. 
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11. Students shall not post or transmit their own or other’s personal information such as home addresses, telephone 
numbers, last names, photos or other personal identifying information. 

12. Students will adhere to the class iPad non-negotiables. 
13. The device is configured for the district’s wireless network.  The district will not be able to assist families with 

connecting the device to home Internet providers 
14. The device may need to be returned to the technology department periodically to receive regular maintenance and 

upgrades.   Each student will be notified when this becomes necessary.   
15. It is the student’s and parent or guardian’s responsibility to take every precaution and action to prevent the loss, 

theft, or damage of the device. The student is financially responsible to replace device should there be a loss, theft, 
or malicious damage. 

 
 
Parental Guidelines 
Parents are expected to discuss expectations with children and require them to follow these guidelines: 
  
When: 
This section applies to Internet access at home. Discuss when to connect and establish hours that are appropriate for 
children. There are no student-oriented discussions online late at night. Therefore, late-night connections are not 
appropriate. Set limits for children on the amount of time that can be spent in online activities. This makes more 
efficient use of time online and maintains a balance of activities in their lives. 
 
Where: 
Talk with children about places they may go online. Although areas for children depend on their age, online experience, 
knowledge, interests and ability, it must be made clear that certain areas are off-limits. 
 
What:  
Let children know that the use of Internet service is a privilege offered to them, not a right.  Know children’s passwords 
and online ID/names. Ethical dilemmas dealing with privacy versus safety may arise. Make sure to explain, before a 
problem arises, that privacy cannot be respected under certain circumstances. 
  
Students should be supervised and be in close proximity to an adult while on devices.  Check what children are doing 
online. Sometimes, when children are online for educational purposes, they can be sidetracked and then fail to make 
appropriate use of their time.  
 
Who: 
It can be educationally and socially appropriate for children to interact with others online. Talk with children about 
interaction online. They need to be made aware of which actions by others are acceptable. Encourage children to discuss 
any problems they may encounter. 
 
With younger children, it may be necessary to tackle the definition of a stranger. The concept of an online stranger can 
be difficult to understand. Perhaps the best rule to follow is to insist that children not to give out their name, telephone 
number, address, or other personal information while online. Make it clear that, unless they have your permission, they 
are not to send photographs to others online and they are not to arrange meetings with people they meet online. If 
anyone asks for pictures or meetings, children should let parents know immediately. 
 
Online Manners/ Netiquette: 
Students are expected to use the network to pursue intellectual activities, seek resources, access libraries and 
communicate with friends. We want them to explore this “space” and discover what is available there. We want 
students to learn new things and to share that newly found knowledge with others. When using the computer network 
and communicating with others in remote or even close locations, keep the following in mind: 
 

1. Post online or send via email only items considered to be “in good taste”. Sometimes people may 
misunderstand what is intended. 

2. If someone sends you email that is nasty or offensive, don’t reply. 
3. Don’t type in all CAPS. Use of all capital letters appears like shouting and may appear rude. 
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4. Common sense should always be used when communicating with others via the Internet. It is possible for 
others to falsify information or inaccurately portray themselves. 

5. It is not wise for anyone to give out personal information to people they meet online. 
6. When joining a chat session, live discussion or commenting on a blog, make sure questions or comments are 

appropriate and relate to the discussion. 
7. During live online conferences, there are often rules of protocol. Make sure there is a clear understanding for 

the terms and action during the conferencing. 
8. Absolute privacy cannot be guaranteed in a network environment. Think carefully about what is said and how 

it is said.  
 
For personal safety and for the safety of others, remember to exercise caution when communicating with people in the 
outside world. Do not give out home phone numbers or addresses to anyone. They do not need to have that information. 
If there is a problem, a parent, teacher, computer lab assistant or administrator should be told immediately. By the same 
token, other users cannot be harassed. There is a risk of breaking the law by bothering other people. If a user on the 
network asks that mail no longer be sent, or no further contact made, all contact must stop immediately.  
 
Legal Issues and Laws 
The State of California passed a computer crime bill in December of 1979. The bill added Section 502 to the Penal 
Code making it a felony to intentionally access any computer system or network for the purpose of: 
 

• Devising or executing any scheme or artifice to defraud or extort, or 
• Obtaining money, property, or services with false or fraudulent intent, representation, or promises. 

 
It is also a felony to maliciously access, alter, delete, damage or destroy any computer system, computer network, 
computer program or data. Penalties include fines up to $5,000 and/or imprisonment in the county jail for up to one year 
or in the state prison for up to three years. Anyone committing acts of this kind will face police charges and disciplinary 
action by the school district. The person will be punished to the full extent of the law. Some examples of offenses are: 

● Removing another user’s accounts 
● Changing another user’s passwords 
● Using an unauthorized account number 
● Damaging any files including the network system 
● Altering the system 
● Using the system to make money illegally 
● Damaging any school computer or district property 

 
Plagiarism 
The dictionary defines plagiarism as “taking ideas or writings from another person and offering them as your own.” The 
student who leads others to believe that what they are reading is the student’s original work when, in fact, it is not, is 
guilty of plagiarism. Credit should always be given to the person who created the idea. Be careful when using the 
Internet. Cutting and pasting ideas into a personal document is very easy to do. Always make certain that credit is given 
to the original author. 
 
Misuses 
The Cardiff School District declares unethical and unacceptable behavior just cause for taking disciplinary action, 
revoking networking privileges, and/or initiating legal action for any activity through which an individual misuses this 
tool, such as the following: 

● Uses the network for illegal, inappropriate, or obscene purposes, or in support of such activities.  Illegal 
activities shall be defined as a violation of local, state, and/or federal laws. Inappropriate use shall be defined 
as a violation of the intended use of the network, and/or purpose and goals.  Obscene activities shall be  
defined as a violation of generally accepted social standards for use of a public-owned and operated 
communication vehicle 

● Intentionally disrupt network traffic or crashes the network and connected systems 
● Degrades or disrupts equipment or system performance 
● Uses the Cardiff School District computing resources for commercial or financial gain or fraud 
● Steals data, equipment, or intellectual property 
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● Gains or seeks to gain unauthorized access to resources or entities 
● Forges electronic mail messages, or uses an account owned by another user 
● Invades the privacy of other individuals 
● Posts anonymous messages 
● Possesses any copy of data which might be considered a violation of these rules  

 
Consequences of Misuse and/or Violation of the Provision of this Agreement 
Misuse of personal or district technology resources on or near school property, in school vehicles and buses, at school-
sponsored activities, as well as using district technology resources via off campus remote access, may result in 
disciplinary action up to and including expulsion from the school district.  This Agreement shall be used in conjunction 
with Cardiff School District Board of Education policies, California Education Code, and other local, state and federal 
laws and regulations governing the applicable matter. 

Consequences of Violations May Include: 
● Suspension of Internet access, network privileges, and/or computer access 
● Revocation of Internet access, network privileges, and/or computer access 
● School suspension     
● School expulsion 
● Legal action and prosecution by authorities 

 
Students, parents and guardians should recognize that the nature of the use of district technology resources may extend 
outside of the school itself and into off-campus remote locations such as homes.  The district’s jurisdiction to enforce 
student behavior and discipline policies and rules may apply whether the misuse or violation is at school or away from 
school as long as the district’s technology resources are being used in the inappropriate behavior. 
 
Remedies and Recourse 
If a student is accused of any of the violations previously mentioned, the student has the same rights and privileges as if 
accused of school vandalism, fighting, etc. The site principal is responsible for the administration of uses and misuses of 
the Internet. The district has the right to restrict or terminate network and Internet access at any time and for any reason.  
 
Limitation of Liability 
Cardiff School District shall not be responsible for any damages suffered by the student, including those arising from 
service interruptions, unauthorized use, loss of data, and exposure to potentially harmful or inappropriate material or 
people.  Use of any information obtained via the Internet or communications technologies is at the student’s own risk. 
 Cardiff School District specifically denies any responsibility for the accuracy or quality of information obtained 
through the Internet. The student and his/her parent and or guardian shall indemnify and hold Cardiff School District 
harmless from any losses sustained as the result of use or misuse of the district’s technology resources by the student. 
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Parent/Guardian and Student Agreement: 
As the parent or guardian of the student identified below, I have read and carefully considered the Student Acceptable 
Use Policy and Responsibility Agreement for Technology Devices. I understand that it is impossible for the district to 
eliminate access to all controversial materials, despite monitoring and Internet filtering. I release the district and it’s 
employees from any responsibility and/or liability and accept responsibility and/or liability resulting in any way from 
my child’s use of this Internet access privilege. I also understand that it is my responsibility to supervise my child when 
my child has access to the Internet or other information systems when not in the school environment. I understand that 
the district may revoke this access at any time. I have reviewed this information with my child. 
 
________________________             _______________________             ____________________________ 
Signature of Parent/Guardian                               Date                  Print Parent/Guardian Name 
 
 
 
I understand and agree to abide by the principles and guidelines of the Student Acceptable Use Policy and 
Responsibility Agreement for Technology Devices. 
 
________________________             ________________________            ____________________________ 
       Signature of Student                                       Date                                             Print Student Name 
 
 
________________________ 
          Teacher Name  
 


